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STRENGTENING INDONESIA’S POLICY ON NATIONAL CYBER SECURITY TO DEAL
WITH CYBERWARFARE THREAT

Anang Setiyawan
Jamal Wiwoho
Rahayu

ABSTRACT

In 2012 IACSIRT recorded thousands of cyber-attacks against the Indonesian domain and millions cyber attacks over the past
few years. In 2009 the Indonesian Embassy and Foreign Affairs Office became one of the targets of the Ghost Net virus which is
a large-scale espionage operation conducted by China and in 2010 the industrial sector in Indonesia has been one of the targets
of the powerful Cyber Stunext virus series attacks. The Stunext virus is the most sophisticated and dangerous cyber weapon ever
made. if the attacks were directed to vital infrastructure such as electric power sources, mass transportation, air traffic control
systems or even nuclear power plants that would not only cause malfunctions, wounds and deaths. The results of this study are
as follows; (a) Cyberwarfare is subject to International Humanitarian Law Principles, (b) Strengthening policies on national
cyber defense is necessary and the government needs to strengthen the policy by formulating an act as legal basis, so that these
complex and multi-domain issues can be handled comprehensively. Moreover cyber-attacks can be used systematically,
effectively to weaken defense systems, security, sovereignty, economy and politics of a country

Key words: cyberwarfare, strengthening, Indonesia, sovereignty, national interest

Introduction

Military strategies and weapons of a country can reflect economic, political conditions and describe the supremacy and ability to
technology®. The technology development shifts the social concept in society? and the conventional war that are physically-
kinetic in the domain of land, sea, air, space to the modern war by non-kinetic weapons in the fifth domain called cyberspace®.
The cyberwarfare emphasizes attacks through computer networks that aim to cause certain expected damage or dysfunction with
certain political or national security motives without crossing a country's boundaries®. Currently, cyber capability is the heart and
new war doctrine based on modern technology and makes it as the most influential instrument in all levels of conflict because it
able to provide new techniques to increase speed, scale and attack power®. The British House of Commons Defense Committee
stated that the cyber threat is, like some other emerging threats, one which has the capacity to evolve with almost unimaginable
speed and with serious consequences for the nation’s security®. Although cyber attacks are carried out from computers but these
attacks can lead to disruptions and destruction of networks of civil and military infrastructure that are very difficult to limit and
predict its impact and size. Cyber attacks are successful not only measured by the consequences of physical destruction, but also
on their influence on the economic stability of a country and basic services to civil society such as water, electricity,
communications, transportation, emergency services, etc.

Several cases that have occurred before, such as the Russian cyber attacks against Estonia (2007) that almost caused the
economic paralysis due to the high dependence on information technology infrastructure in all areas’. CIA's Cyber Attacks
against gas pumps and valves led to out of control and consequently Soviet gas pipelines in the Siberian region exploding and
recorded as the biggest explosion ever seen in addition to nuclear bomb explosions®. US and NATO cyber attacks to disable and
deceive the Serbian Air Defense and Serbian Air Traffic Controller. This attack also blocked Yugoslavia's communications

Smits, T. V. (2000). Computer Network Attack As a Tool for the Operational Commander. Naval War Coll Newport RI Joint Military
Operations Dept.

2 Swanson, L. (2010). The era of cyber warfare: Applying international humanitarian law to the 2008 Russian-Georgian cyber conflict. Loy. LA
Int'l & Comp. L. Rev., 32, 303.

Joyner, C. C., & Lotrionte, C. (2001). Information Warfare as International Coercion: Elements of a Legal Framework. European Journal of
International Law, 12(5), 825-865.

® http://www.economist.com/node/16478792 accessed January 2013

Melzer, N. (2011). Cyberwarfare and international law. United Nations Institute for Disarmament Research.

4 Hathaway, O. A., Crootof, R., Levitz, P., Nix, H., Nowlan, A., Perdue, W., & Spiegel, J. (2012). The law of cyber-attack. California Law
Review, 817-885.

® Schreier, F. (2015). On cyberwarfare. Geneva Centre for the Democratic Control of Armed Forces.

® House of Commons Defence Select Committee. (2012). Defence and Cyber-Security. Sixth Report of Session, 13, 11.

" Saleem, M., & Hassan, J. (2009). " Cyber warfare", the truth in a real case. Project Report for Information Security Course, Linképing
Universitetet, Sweden.

http://www.theguardian.com/technology/2007/nov/29/hacking.news accessed January 2013

8 http://www.zdnet.com/us-software-blew-up-russian-gas-pipeline-3039147917/,
http://www.telegraph.co.uk/news/worldnews/northamerica/usa/1455559/CIA-plot-led-to-huge-blast-in-Siberian-gas-pipeline.html,
http://www.history.navy.mil/library/online/computerattack.htm accessed January 2013
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FACTORS AFFECTING WHISTLEBLOWING INTENTION: AN EMPIRICAL STUDY

Kogilavani Apadore,
Chan Yee Chin,

Mabel Ding Cheau Qi,
Tham Mun Yan,
Waynnie Goh Yu-Sinn,

Wong Tze Min

ABSTRACT

Corporate scandals around the world have raised concern over ethicality of the accountancy profession. Accounting students
are future accountants and auditors who are held accountable for the public confidence. Therefore, this study aimed to examine
the factors affecting whistleblowing intention of final year accountancy undergraduates. Applying the Moral Intensity Model, the
study explores how magnitude of consequences, social consensus, and proximity affect whistleblowing intention. Besides, fear of
retaliation is an additional variable to extend the study based on Moral Intensity Model. The results suggest that magnitude of
consequence (MC), social consensus (SC) and proximity (PX) have a significant relationship with whistleblowing intention (W1).
This study aimed to fill up Malaysia’s whistleblowing research gap in academic world and practically, to improve the coverage
of ethics in tertiary education.

Keyword: Magnitude of consequence (MC), social consensus (SC) and proximity (PX) and whistleblowing intention (WI)

1. INTRODUCTION

The issue of whistleblowing has gained more attention along the years, by reason of an increasing number of corporate scandals
within and outside Malaysia such as Enron, WorldCom and Transmile Group Berhad. Rachagan (2012) defined whistleblowing
as the reporting of illegal or immoral conduct to a person or body that could take actions against the wrongdoers. Whistleblowing
has now transformed into an accountability and risk management mechanism, following a series of corporate scandals (Mustapha
& Siaw, 2012).

To reduce fraud risk and protect shareholders’ interests, organizations should invest in formal whistleblowing mechanism and
encourage employees to report wrongdoings. Employees who sound the alarm about corporate wrongdoings in timely manner
are able to reduce the degree of consequences of wrongdoings (Chartered Institute of Internal Auditors [IIA], 2014). When
employees choose to keep silent and allow wrongdoings to continue, the possible consequences may cost the profitability of the
organizations, employee morale and shareholders’ interest in the long run and even lead to loss of life (Mela, Zarefar, &
Andreas, 2016).

Accounting graduates are the future accountants and auditors who are most likely to encounter corporate frauds in their career
life (Kennett, Downs, & Durler, 2011). Expectations are placed on them to exercise ethical conduct and maintain public trust at
all times (Fatoki, 2013). It is of utmost importance to identify the factors associated with their whistleblowing intention to
empower whistleblowing as a mechanism for uncovering corporate wrongdoings.

Prior researches have examined the motivating factors of whistleblowing and the factors affecting the propensity of
whistleblowing. Prior empirical studies basically focused on the role of demographic, personal, situational and organizational
variables in whistleblowing intention (Ahmad, 2011). Yet, there is no study that can include all relevant variables affecting
whistleblowing intention (Miceli, Near, Rehg, & Van Scotter, 2012). Therefore, further studies are required to fill the research
gap. Furthermore, most of the past studies were emerging in a Western context, rather than in an Eastern context (Salleh &
Yunus, 2015). Although the growing interest of whistleblowing issue in the Asian context is observed, but studies have been
limited to countries like China, Hong Kong and Taiwan. Empirical studies of whistleblowing in Malaysia are limited and scarce
(Ahmad, Smith, & Ismail, 2012). Besides, it is worth to emphasize the importance of national and cultural differences in
examining whistleblowing issues (Ahmad, 2011). The whistleblowing studies conducted in different countries cannot be applied
entirely to address the problem in Malaysia.

Fatoki (2013) stated that students are the potential future leaders in both private and public sectors whose views towards
whistleblowing intention are important. While most of the studies of whistleblowing in Malaysian context focus only on
accounting professionals (Ahmad, Ismail, & Azmi 2014; Ahmad, Smith & Ismail, 2012) and employees from public sector
(Salleh & Yunus, 2015; Zakaria, Razak, & Yusoff, 2016), prior studies on whistleblowing intention of Malaysian accounting
students are finite (Mustapha & Siaw, 2012). Hence, this research is aimed to gain an understanding on the factors motivating
whistleblowing intention of Malaysian undergraduate accounting students.

108


LENOVO
Highlight


South East Asia Journal of Contemporary Business, Economics and Law, Vol. 15, Issue 5 (April)

Kogilavani Apadore,

Faculty of Business and Finance, Universiti Tunku Abdul Rahman,
Jalan Universiti Bandar Barat, 31900, Kampar, Perak, Malaysia
kogilavani@utar.edu.my

Chan Yee Chin,
Faculty of Business and Finance, Universiti Tunku Abdul Rahman,
Jalan Universiti Bandar Barat, 31900, Kampar, Perak, Malaysia

Mabel Ding Cheau Qi,
Faculty of Business and Finance, Universiti Tunku Abdul Rahman,
Jalan Universiti Bandar Barat, 31900, Kampar, Perak, Malaysia

Tham Mun Yan,
Faculty of Business and Finance, Universiti Tunku Abdul Rahman,
Jalan Universiti Bandar Barat, 31900, Kampar, Perak, Malaysia

Waynnie Goh Yu-Sinn,
Faculty of Business and Finance, Universiti Tunku Abdul Rahman,
Jalan Universiti Bandar Barat, 31900, Kampar, Perak, Malaysia

Wong Tze Min
Faculty of Business and Finance, Universiti Tunku Abdul Rahman,
Jalan Universiti Bandar Barat, 31900, Kampar, Perak, Malaysia

ISSN 2289-1560

118


LENOVO
Highlight


South East Asia Journal of Contemporary Business, Economics and Law, Vol. 15, Issue 5 (April)

ISSN 2289-1560

ARE THE MACRO PRUDENTIAL POLICIES APPLICABLE TO MICROFINANCE
INSTITUTIONS? — A CASE OF SRI LANKAN MICROFINANCE INSTITUTIONS

Saliya Balasooriya

ABSTRACT

Before the existence of first Co-operative Rural Bank in Sri Lanka, villagers had the habit of borrowing money from either
relatives, friends or boutique owners, etc. or went for Rotating Savings and Credit Associations (ROSCAs) or ‘Cheetus/Seetus’
which played a crucial role in providing finances to villagers for their emergencies and life activities in very good old days
(Pokhrel, u.d.; Colombage, u.d.; Ratwatte, 2012 c). The first Sri Lankan Co-operative Rural Bank was reported at Menikhinna in
the Kandy District in early 1900 (Ratwatte, 2012 b) as the first official microfinance initiative and thereafter large number of
Micro Finance Institutions (MFIs) (Kelegama, and Tilakaratna, 2014; Ratwatte, 2012 a) were reported and currently providing
their services to poor and underprivileged people (ADB, 2000; Venkatapathy, Pretheeba, 2012) in Sri Lanka. The Microfinance
industry would mostly vulnerable to much economic turbulence as most of these MFIs are not properly supervised and therefore
may trigger lots of issues at economic depressions and would hit the development of the country. The MFIs expose to
vulnerabilities due to non-availability of proper supervision and regulation (Galapattige, 2009) and weak authorization but
there are MFI regulatory and supervision mechanisms placed in some countries. Therefore such MFI regulatory and supervision
mechanisms recommend to Sri Lanka too. Therefore this paper is trying to evaluate the microfinance sector in Sri Lanka and to
see the requirement of an appropriate rule, regulation, and supervision for MFIs (Alawattage et al, u.d.) effectively. Further
writer wishes to review whether the proposed regulatory method is appropriate for the Sri Lankan Microfinance industry under
the new Microfinance Act No 06 of 2016 (Democratic Socialist Republic of Sri Lanka, 2016).

Though the Microfinance industry is accepted worldwide as a bundle of services to the poor (ADB, 2009) without any collateral
or sometimes with less collateral or guaranteed by someone. It was reported that 16,400 MFIs (Ratwatte, 2012 a) or more are
functioning in Sri Lanka and some of which are registered under different authorities (Kelegama and Tilakaratna, 2014;
Wijesiri, et al., 2015; Ratwatte, 2014 b; Galapattige, 2009; GTZ ProMiS & The Lanka Microfinance Association, 2010;
German Technical Cooperation , 2010) and their guidance. However, most of the MFIs are not under the preview of any
authority. Nevertheless, the important factor is that irrespective of the registration by different authorities the MFIs handle the
microfinance activities as a whole (GTZ ProMiS & The Lanka Microfinance Association, 2010; German Technical Cooperation,
2010; Galapattige, 2009). Therefore it is required to have a clear regulations somewhat similar or lesser scale to Licensed
Commercial Banks (LCBs), Licensed Specialized Banks (LSBs), Licensed Financial Companies (LFCs) and Licensed Leasing
Companies (LLCs) when adopting appropriate regulation and supervision mechanism on MFIs to protect public deposits and
their savings (Alawattage, et al, u.d.).

Even though a regulatory mechanism for microfinance sector proposed in Microfinance Act 2016, authorities needs to check
whether the existing institutions are willing and can joint with so-called regulation and whether it gives proper prospects in
microfinance. The establishment of relevant law and authority for Microfinance is must because the inability to cater the low
income rural and urban community is seen due to many inherited/ structural reasons filling the gap of credit to the poor is a
responsibility of government. So it is believed that the strategy for MFI regulatory mechanism identifies what is to be supervised,
what are to be potential and which will undergo lesser supervision, which is to be monitored and follow-up to upgrade or
downgrade. Therefore based on the literature writer proposed to have 5 layer institutions for MFIs to avoid social distresses
while giving proper recognition to MFIs to strengthen their activities in a country-specific standard way.

Key words: Micro Finance Institutions, Sri Lanka, Rotating Savings and Credit Associations, Co-operative Rural Bank, Formal
& informal Financial Institutes.

Introduction

The provision of no of financial services to the poor ( ADB, 2000; Kelegama and Tilakaratna, 2014) is called as microfinance,
and the delivery of microfinance happens in three ways; Formal institutions; Semi-formal institutions and Informal sources
(Kelegama, and Tilakaratna. 2014; Kumari, 2014; Steel, & Andah, 2003; Berensmann et al., 2002; GTZ-ProMiS & Ministry of
Finance & Planning, 2008; Ratwatte, C., 2012 ¢ and Aheeyar, 2007 cited Attanayake,1997) in Sri Lanka together with
government-sponsored microfinance schemes (Balasooriya, 2009). However around 16,500 MFIs was reportedly operating in Sri
Lanka (Ratwatte, 2012 a; Kelegama, and Tilakaratna, 2014; CGAP, 2006); GTZ Promis, 2008) but the sector, in general, suffers
weak governance, poor repayments, high transaction costs, recurring losses and deficiencies in regulation and supervision
(Wiedmaier-Pfiste, and Wohlner 2004) causing embedded risks in such institutions.

The existing execution of MFIs comes under several Ministries, Departments, and Government Acts and therefore uses different
regulatory requirements for the same objective of microfinance. The weak and fragmented framework exists under various
authorities, and most of the MFIs are not appropriately regulated and not in a single independent, competent, regulation
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MICROFINANCE MARKET COVERAGE AND RETURN ON ASSET

Owino O. Joseph
Francis Kibera
Raymond Musyoka

ABSTRACT

The objective of the study was to assess the influence of market coverage on return on asset in the microfinance industry in
Kenya. The population of the study consisted of microfinance institutions with physical banking halls and registered with the
Association of Microfinance Institutions in Kenya. We used descriptive cross-sectional survey design and collected data through
semi-structured questionnaire. Data on return on asset were collected from annual industry performance reports prepared by
the Microfinance Rating Africa and the Association of Microfinance Institutions in Kenya. We subjected our data through
reliability and validity tests. We tested our hypothesis through regression analysis. The results of our study demonstrate that
market coverage has strong statistical significant influence on return on asset in the Microfinance industry. In addition, the
results demonstrate that distribution capability of the firm has a significant positive influence on return on asset. We conclude
that wider market coverage increases customer’s access to microfinance services which in turn, leads to higher profitability.

Key words: Microfinance outreach, Return on Asset, Microfinance

Introduction

Access to financial services is a major bottleneck to low income earners and small enterprises considered high risk customers by
conventional commercial banks in Sub-Saharan Africa. For a long time, low income earners lacked access to banking services
and relied on informal lending sources to access financial resources. Yunus (1996) reports documented experiences of the
negative perceptions banks held pertaining to doing business with poor people. However, based on counter experiences
suggesting the possibility of profitable credit services tailor made to suit the needs of poor people, the practice of microfinance
developed. Microfinance emerged in the 1970s as a means for promoting financial inclusion of the market segments that were
unable to access financial services from banks. However, over time, the industry has attracted financial service providers with
more commercial motivation and profit maximization objectives (Lahkar, Pingali & Sadhu, 2012). Although microfinance
institutions continue to provide Solutions to poor people’s needs by enhancing financial inclusion through savings and credit
products at affordable cost, there has been a major shift from social objective to market based financial solutions (Rauf &
Mahmood, 2009). This involves developing credit recovery strategies that minimize default. Unlike the banks that for many
years use collateral or other forms of tangible securities to safeguard against loan default, majority of the microfinance
institutions use innovative social network strategies such as group lending to encourage loan repayment rates.

Microfinance has taken different forms leading to a variety of outcomes and varying levels of success rates in several countries
(Shahinpoor, 2009). In the African context, microfinance institutions (MFIs) consist of diverse and geographically dispersed
financial intermediaries that offer a wide range of savings and credit services to individuals, micro and small enterprise clients
(Lafourcade et al., 2005). Microfinance covers the design and delivery of a wide range of financial services to low income
groups at affordable cost (Khandakar & Rahman, 2006). The industry comprises formal and semi-formal institutions such as
banks offering micro-credit, wholesale microfinance institutions, deposit-taking microfinance (DTM) institutions and retail
microfinance institutions. Ahmed (2005) describes microfinance institutions as organizations that are engaged in the provision of
a variety of financial services to the poor, based on market driven and commercial approaches. Microfinance institutions are
found in over 85 countries in the world with the highest concentration in Latin America and East Asia (Lapenu & Zeller, 2001).
The emergence of microfinance institutions was necessitated by the failure by commercial banks to develop financial products
targeting the poor and the withdrawal of banking services from rural areas by multinational banks. The multinational banks
perceived rural and low-income residential urban areas as non profitable due to the high transactions costs involved, high risk of
loan default, weak contractual engagement and the unpredictable income flows upon which poor people are dependent (Mutua &
Oyugi, 2006). Hence, multinational banks left a void in the financial services through the closure of branches in the rural areas in
the early 2000 (Katwalo & Muhanji, 2014). In Kenya for example, the gap created by the neglect of poor people led to the
introduction of microfinance institutions such as Kenya Women Finance Trust (KWFT), K-Rep Bank, Faulu Africa as well as
microfinance services by some of the Kenyan owned commercial banks.

Microfinance institutions in the current times pursue both social and commercial objectives by alleviating poverty using market
driven and sustainable micro-lending strategies. Therefore, the success of microfinance institutions is gauged by the extent of
their outreach. Outreach is associated with the number of people served by the microfinance institution and the range of loan size
accessed by borrowers. Countries leading in outreach of microfinance services to customers are located in the East and are
specifically found in Indonesia, Bangladesh, Thailand, Viet Nam, Sri Lanka and India. In addition to the vast Asia, there is high
outreach of microfinance in more than 25 percent of the countries based in Latin America. These countries include Colombia,
Ecuador, Bolivia, Mexico, Uruguay and Honduras. In Africa, microfinance services are dynamic and active in East Africa and
South Africa.
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STRENGTENING INDONESIA’S POLICY ON NATIONAL CYBER SECURITY TO DEAL
WITH CYBERWARFARE THREAT

Anang Setiyawan
Jamal Wiwoho
Rahayu

ABSTRACT

In 2012 IACSIRT recorded thousands of cyber-attocks against the Indonesian domain and millions cyber attacks over the past
Jfew vears. In 2009 the Indonesian Embassy and Foreign Affairs Office became one of the targets of the Ghost Net virus which is
a large-scale espionage operation conducted by Ching and in 2010 the industrial sector in Indonesia has been one of the targets
of the powerful Cyber Stunext virus series attacks. The Stunext virus is the most sophisticated and dangerous cvber weapon ever
made . if the attacks were directed i vital infrastructure such as electric power sources, mass transporti@ion, air traffic control
systems or even nuclear power plants that would not only cause malfunctions, wounds w“{eaﬁa.\‘. The results of this study are
as follows; (a) Cyberwarfore tﬁubject to Intemational Humanitarian Law Principles, (b) Strengthening policies on national
cyber defense ts v and the go t needs to strengthen the policy by forfldlating an act as legal basis, so that these
complex and multi-domain sswes can be handled comprehensively. Moreaver cyber-attacks can be used systematically,
effectively 1o weaken defenye sysiems, security, sovereignty, economy and politics of a country

Key words: cyberwarfare, strengthening, Indonesia, sovereignty, national inlerest

Introduction

Military strategies and weapons of a country can reflect economic, political conditions and describe the supremacy and ability to
technology'. The technology development shifts the social concept in society” and the conventional war that are physically-
kinetic in the domain of land, sea, air, space to the modern war by non-kinetic weapons in the fifth domain called cyberspace”.
The cyberwarfare emphasizes attacks through computer networks that aim to cause certain expected damage or dysfunction with
certain political or national security motives without crossing a country's boundaries®. Currently, eyber capability is the heart and
new war doctrine based on modern technology and makes it as the most influential instrument in all levels of conflict because it
able o puﬂ:le new technigues 1o increase speed, scale and attack power'. The Brilish House of Commons Defense Committee
stated that the cyber threat is, like some other emerging threats, one which has the capacity to evolve with almost unimaginable
speed and with serious consequences for the nation’s security’. Although cyber attacks are carried out from computers but these
attacks can lead to disruptions and destruction of networks of civil and military mirastructure that are very difficult to limit and
predict its impact and size. Cyber attacks are successful not only measured by the consequences of physical destruction, but also
on their influence on the economic stability of a country and basic services to civil society such as water, electricity,
communicalions, transportation, emergency services, eic.

Several cases that have occurred before, such as the Russian cyber attacks against Estonia (2007) that almost caused the
economic paralysis due to the high dependence on information technology infrastructure in all areas’. CIA's Cyber Attacks
against gas pumps and valves led o out of control and consequently Soviet gas pipelines in the Siberian region exploding and
recorded as the biggest explosion ever seen in addition o nuclear bomb explosions®, US and NATQ cyber attacks to disable and
deceive the Serbian Air Defense and Serbian Air Traffic Controller. This attack also blocked Yugoslavia's communications

'Smits, T. V. (2000}, Computer Network Attack As a Tool for the Operational Commander. Maval War Coll Newport RI Joint Military
Cﬁmlinns Dept.

* Swanson, L. (2010). The era of cyber warfare: Applying intemational humanitarian law o the 2008 Russian-Geargian cyber conflict. Loy. A
Int'l & Comp. L. Rev. 32,303,

Joyner, C. C., & Lotrionte, C. (2000). Information Warfare as Infemationzl Coercion: Elements of a Legal Framework. European Jowrmal of
International Law . 12(5). 825-865.

" hitpeiwww.economist com/node’ 16478792 accessed January 2013

Melzer. N. (2011). Cybenvarfare and international law. Unitzd Nations Institute for Disarmament Research.

* Hathaway, O. A., Crootof. R., Levitz, P., Nix, H.. Nowlan, A, Perdue. W.. & Spiegel. 1. (2012). The law of cyber-attack. California Law

yew, B17-885.
%iﬁf, F.(2015). On cyberwarfare. Geneva Centre for the Democratic Control of Armed Forces.
* House of Commaons Defence Select Commitiee. (2012). Defence and Cyber-Security. Sixth Report of Session, 13,11,
7 Saleem, M., & Hassan, . (2009). " Cyber warfare”, the truth in a real case. Project Report for Information Security Course, Linkdping
Universitetet, Sweden.
https/iwww. theguardian com/technology/ 2007 nov/ 2% hacking.news accessed January 2013
" hirpeiww w. zdnet.com/ us-software-blew-up-russian-gas-pipeline-303914 791 7/,
hups/fwww.ielegraph.couknews/worldne wsnorthamerica/usa/ 145 3559 /CLA-plot-led-o-huge-blast-in-Siberian-gas- pipeline huml
hupa/fwww histwory.navy mil/library/onlinecompute mttack.hum accessed January 2013
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network during the conflict”, The similar strategy was applied by the Israeli air force when attacking a nuclear facility in Syria
without detected by an air defense radar system in September 2007"", Operation Moon Maze (1998 -2000) is allegedly carried out
by Russia to dig data i Pentagon computer systems, NASA and the Department of Energy America that caused 10,000
important files lost. In 2009, China was also suspected of carrying out a large-scale, systematic cyber attack known as GhostNet
and Aurora Operation. GhostNet is a cyber aftack using viruses against several embassies including India, South Korea,
Indonesia, Taiwan, Thailand, Pakistan and Germany. This attack also atiacked the Foreign Ministry of Indonesia, Iran, Bhutan,
Bangladesh, Brunei. The virus has the ability to activate and control the webcam, an infected computer microphone. Operation
Aurora is used to access computer programs, source code from the information technology sector. security and defense
companies. 1S and Tsraeli cyber attacks on Iran's Uranium enrichment program via the Stunext” virus in 2010 and atiacked the
Iranian and Middle East government offices through the Flame virus in 2012 that could enable to activate equipment connected
1o computer networks and mmmunic:.uiari"z
1

The cases demonstrate how cyberattacks can be used systematically to weaken and disrupt defense systems, economic systems,
public infrastructure systems and other vital infrastructure networks related to the safety and security of a country, Unlike
conventional wars that are easier to enforce the Principles of International Humanitarian Law (THL) but not so in cyberwarlare.,
The application of International Humanitarian Laws and Principles in the context of Cyberwarfare has some fundamental issues,
1. this domain can be created, owned operated collectively from around the world, technigues and methods of war that are
elusive except by the experts, the anonymity of the attacks, interconnection of civil and military computer networks, the absence
of any implicit international legal or customary is also a problem as the parties can deﬁne the provisions and principles of
internatipnal humanitarian law in accordance with the interests of their respective countries

The lack of the IHL provision that implicitly impose on cyberwarfare does not mean that the hostile parties can overide
humanitarian values as the understanding of the International Humanitarian Law and Principles is not limited at that time. ICRC
Legal Adviser stated that “All IHL rules goveming the conduct of hosiiliies are potentially applicable during armed
conflict.... that one of the main purposes of IHL is to protect the civilian population and civilian infrastructure from the effects of
hostilities™™ . Eugene Kapersky stated that the global cyber war will more dangerous and escalate every year'. The attack will be
more systematic and sophisticated than ever and the dependence on information technology is directly proportional to the
poiential risks and threats w the national interesis of a country. Cumently, some developed countiries including America, China,
Russia, Israel, Italy and Germany have stated cyberspace as new war domain, formulating national cyber defense policies and
forming cyber units prepared to equip their military forces to carry out attacks while defending against attacks in cyberspace
since the last decade.

Indonesia with more than 132.7 million internet users'® connected with more than 4 billion internet users worldwide'” provide
maore attention to cyber securuy because in 2012 Indonesia Academic Computer Security ]nudenl Response recorded 8055 cyber
attacks against Indonesia'® and total more than 39 Million cyber attacks over the past 3 year\. ' In 2009 the Indonesian Embassy
and Foreign Affairs Office became one of the targels of the GhostNet virus which is a large-scale espionage operation conducted
by China and even in 2010 the industrial sectors in Indonesia became one of the targets of the stunext virus which is considered
the most sophisticated and dangerous cyberweapon ever made™. If the attack was intentionally directed to power plants, dam
systems, air traffic control systems, defense systems, public transport systems, banking systems or even nuclear power plants
will not only cause malfunctions but potentially cause physical damage, injuries and even death to civilians®!

* K. Saalbach, Cyber War; Methods and Practice. Version 6 0-2 January 2013;1-54.

1 Hathaway, (. A., Crootof, R., Levitz, P.. Nix, H.. Nowlan, A, Perdue, W.. & Spiegel J. (2012). The law of cyber-attack. Califormia Law
Review, B17-885 .

! Discovered in June 2010 and referred to “the world's fisst fully fledged cyber weapon® created by the United States and Israel as part of a joint
operation called the "Olympic Games” operation. In the context of cyberwar Malware is referred o as a "game changer”, unlike the nature of
cyber attacks against Eswonia and Georgia using DDOS techniques, this malware has a larget and is designed with very sophisticated w destroy
certain physical targets. Stunext can cause malfunctions on nuclear enrichment untl it can self-destroy automatically.
htpe/fwww.inguirizsjoumal.com/farticles/ 1 343/ stuxnet-the worlds-first-cyber-boomerang
2 hitp /i berita.yahoo.com/flame-serang-komputer-di-iron -dan timur-tengah-05 1143829 hml,
http:/fwww pelitaonline com/read/iptekintemasional/ 28/ 17447 virvs-flame-serang-ribuan-komputer-di- ran/,
accessad January 2013
'3hnp:.:'f’www.icrc.arg)e-ng}rer:ourcekf’docume-nm"inrer\'iewf’lﬂi eyher-warfars-interview-201 1-08-16 htm accessed Febmary 2013
Kellenherger, 1. & Spoerri. P. (201 2). Intemational Homanitanan Law and New Weapon Technologies, 34th Round Table on current issues of
international hummiﬁn law. San Remo. 8—10 September 2011.

" Droege. C. (2011). No legal vacaum in cyber space. [CRC, Interview. 16.

" hetp/it.com/news/mini-flame-malware-kaspersk y-5 19/ accessed January 2013

*® hutpeffwww.intemetworldstats com‘asia htm#id accesed Tannary 2018
"hitp:/fwww.intemetworldstats.com/stats.htm accessed January 2018

Phitp://inet detik.com/read/2012/01 /20/ 105656/ 18207 79/323 7-ne gara-aszan-yang-paling-sering -kena-serangan-web/) . accessed Januari 2013

“Zainal A. Hasibuan, Indonesia National Cvber Security Strategy: Security and Sovereignty in Indonesia Cyberspace. Dewan Teknologi
Informasi dan komunikasi MNasional. 2013, httpy/www. mendeka com/teknologi/hacker-china-incar-militer-negara-negara-asia-indonesia-
termasuk html sccessed Jannary 2013
* Lind§l. . R. (2013). Stuxnet and the limits of cyber warfare. Security Studies, 22(3), 363-404 .
htrps:fwww wired.com/2014/1 | /countdown-to-zero-day-stuxnet’, http:/fwww businessinsider.com/stuxnet-was-far-more-dangerousthan-
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The Ministry of Defense in 2013 began to formulate policies, prepare technical capabilities, formulate a national cyber defense
strategy strategy and establish cyber units. This unit will ward ofl’ attacks that disrupt Indonesia's national sovereignty, defense,
security and national interests™. In 2015 the government issued Presidential Regulation no. 97 of 2015 conceming general
defense policy of state. The principal of defense policy related to the handling of cyber threats only regulates the development of
technology and information systems and communication which is directed to improve the quality of state defense information
system. This policy only improves the quality of infrastructure and technology in facing cyber threat while the national cyber
defense policy comprehensively is unclear. From the description shbove, the authors@glant to study application of international
humanitarian law principles in the cyber domain and how Indonesia strengthens the National Cyber Defense policy in order to
deal with cyberwarfare threat while maintaining the defense, security and national interesis of the Indonesian state in the real and
cyber domain.

Discussion
1. Application of International Humanitarian Law Principles on Cyber Domains

The principles of IHL apply not only to conventional wars bul also to cyberwarfare. This is important to examine as it relates to
the enforcement of basic provisions of IHL during conflicts such as precaution, civilian protection, prohibition of indiscriminate
attack, etc. The principle of humanitarian law can be applied to cyberwarfare with several legal basis. First, a cyber attack can be
defined as an attack intended in Article 49 (1) of Additional Protocol 1. Some experts, Bothe, Partsch, Solf stated that 'acts of
violence' in this Protocol refers to physical force, therefore attacks carried out with computer networks that cause physical injury
or damage to objects can be dcﬁné as attacks in IHL> . ICRC provides a broader understanding, asserting that attack that disable
an objeck can be categorized as an attack even though the attack does not cause physical injury, death or damage ™. Therefore
according to Article 2 of the 1949 Geneva Convention, IHL may apply to cyberwarfare. Second, the Marten Clause as a principle
of humanitarian law ensures that no action in armed conflict is not govermed by THL and the fundamental limia)i' IHL remain in
force. Under this clause all armed conflicts are subject to the application of the principles of IHL. Third, the International Court
of Justce (ICT) on its advisory opinion on nuclear weapons rejects the claim that humanitarian law cannot be applied because the
"rules and riles have evolved prior to the invention of nuclear weapons' in this case the 1CJ argues that “in the view of the vast
majority of States as well as the applicants of humanitarian law to nudeaweapmir". So it can be concluded that the principles
of IHL can be applied to cyberweapon on cyberwarfare as well as the use of nuclear technology in conventional warfare. In
addition, the ICJ arpues that in this advisory opinion there are two fundamental legal restrictions that apply to weapons, First, the
prohibition to make civi@ as military objectives and therefore prohibit the use of weapons that cannot distinguish the objective.
Second, the prohibition to cause unnecessary suffering to the enemy, therefore it is prohibited to use weapons that can cause
excessive suffering. According to the ICT, this clause is an effective tool for dealing with the rapid development of weapons
technology by keeping these values init.

a) Distinction Principle

The principle of this distinction is one of the main principles of humanitarian law as stated in the advisory opinion of ICI on
nuclear weapon of 1996, The principle of distinction can be found in several instruments of IHL, including the Hague
Convention 1907, Geneva Convention 1949, Additional Protocol T 1977, Under Article 48 Additional Protocol I that parties must
always distinguish between civilians and combatants as well as civil and military objects civilians and civilian objects should not
be targeted. It even prohibits attacks on objects that are indispensable for the survival of civilians such as food and beverage
supplies as set forth in Article 54 (2) Additional Protocol 1.

In the context of cyber attacks, it is necessary to extend protection to civilians and civilian objects that may be affected indirectly
due to the connectivity of civil and military networks. Cyber attacks directed at military targets may be widespread and affect the
civilian information system and communication network. Cyber attacks committed against all enemy computers and networks
without distinguishing properties, usage, purpose and location can be categorized as indiscriminate attacks. Such an attack is
similar o Iraqi attack on the Saudi Arsbian and lsraeli population centers using a Scud missile at the Gulf War 1991, This
weapon basically a high accuracy weapon and not classified as "indiscriminate weapon”. But using a missile to attack targets at
the population center is considered an indiscriminate attack even though the attack is directed at a military object because the
impact of the attack causes more civilian casualtics than a legitimate objective. The case is similar o the 2007 Martic case, where
the ICTY stated that firing unmanned rockets with clusters bullet from the maximum distance range to the heavily populaied city
of Zagreb was an indiscriminate attack due to bullets dispersion when fired from a maximum distance™.

b) Proportionality Principle

= hitpy/www antarnews .com/berita/ 399394/ yber-amiy-antisipasi-cyber-wartire accessed Januar 2013

% Dirmann, K. (2004, November). Applicability of the Additional Protocols to computer network attacks. In fnternational Expert Conference
o Computer Network Aitacks and the Applicability of ITHL, Stockholm (p. 3).

- "ﬁhmm, M. (201 2). Classification of cyber conflict. Journal of conflict and security law, £7(2). 245-260.

¥ Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, LC J. Reports 1996, p. 226, International Court of Justice (1C1), 8 July
1996

“* Dinstein, Y. (2012). The principle of disinction and cyber war in International Armed Conflicws, fowrnal of Conflicr and Security Law, 17(2),
261-277.




South East Asia Journal of Conte i’ siness, Economics and Law, Vol 15,1

ISSI

The proportionality principle govems a sitation that endangers protected civilians or civilian offfbets from the consequences of
attacks on the intended targets but that is not & stated goal. This principle is most olten violated as a result of a lack of sufficient
understanding of the object, due to the inability to know the amount of force directed to the target and the inability to ascertain
the accuracy of the weapons used against the intended target. Basically, these issues can be minimized in the context of an attack
amu zh a computer network.

5

Article 51 of Additional Protocol 1 states that an attack is considered as an indiscriminate attack and violates proportional
principle if "may be expected 1o cause incidenial loss of civilian life, or a combination thereof, which would be excessive " Thus
Article 57 (2 (a) (iii)) requires the parties to " _refrain from deciding to launch an attack which may be expected to cause
incidental ..." (but) excessive (losses) ... in relation to the concrete and direct military advantage anticipated ..". Even according
1o Article 57 (2 (b)) the attack shall be abrogated if "..4f @t be apparent that the objective is not a military one or is subject to
special protection or that the attack may be eapected to cause incidental loss of eivilian life, injury to civilians, damage to
civilian objects, or a combination thereof, which would be excessive...". Article 8 (2) (b) (iv] Rome statute affirms that
"extensive desiructions.. ot justified by military necnii_v..yr damage... and direct overall military advantage anticipaied.."
*7. Regarding this principle, the ICRC declares that “Launching an atiack which maybe expected to cause incidenial loss of
civilian life, injury to civilian, damage to cvilian objects or a combination thereof, which would be excessive in relation to the
concrete and direct military advantage anticipated, s prohibited. “Excessive”™ itsell is descnibed as ™. .disproporiion between
losses and damages caused and the military advantages anticipated rasies a delicate problem; in some sitwations there will no
be no room for doubt, while in other situations there may be reason for hesitation. In such situation the interest of the civilian
populations should prevail”.*

The calculated military advantage is generated from the overall operation. 'B proportionality principle reguires a balance
between military advantage and the impact of the attack. This becomes difficult because the military advanta resulting from an
attack depends on the parties at that time. Placing that principle in practice is recognized very difficult, the additional protocol 1
explain that “puiting these provisions into practice .. will require complete good faith on the part of the belligerents, as well as
the desire to conform with the general principle of respect for the civilian population”. To decide to use cyber weapons
commanders are required to perform in-depth analysis as well as when to conduct an attack with a conventional kinetic
weapon™ .

A complex problem that arises later is what is called a "knock-on effect” or "unexpected consequence”, namely “known as second
and third ter effects that were not accounted for in the planning stages of the attack, but occur due to some unexpected agent or
circumsiance™, This term can simply be defined as a series of indirect impacts caused by cyber attacks. As cyber attacks on the
power grid in Irag at the Gulf war, although considered successful in disrupting Iragi control and command, but also affects
hospital service, emergency response, ete. The impact of "Knock on Effect” not only resulted in physical damage but could be in
other wider forms such as the Nigerian rebel's "MEEND" cyber attacks against oil companies in 2006, though it did not cause
disruption to oil refinery operations but makinhe oil market tense and causing oil prices to rise. Knock on effect on cyber
attacks has the potential for greater impact than kinetic atacks due to the interconnectivity between military and civilian network
systems. The complexity of cyber attacks enables a large impact on the civilian system and therefore the hostile party should be
able to assess the potential impacts of damage and injury that may arise during the planning process of the attack. Therefore,
modeling and simulating attacks as well as the use of nuclear weapons will be essential in order to identify potential knock-on
effects and reduce possible collateral damage. Such as the sophistication of the "stunext” weapon that infects only certain
network objectives 50 as to minimize the impacts” . James A. Lewis name it "Batile Damage Assessment" which aims to measure
the impact of cyber attacks so that the attacks are more effective, precise and able to minimize the impact of attacks on civilians
and civilian objects in accordance with THL ™,

2, National Cyber Defense Policy in Indonesia
a. National Cyber Defense Policy Development Issues in Indonesia
The Indonesian govemment is currently at the stage of policy formulation, information system security and defense strategies in

order to deal with cyber threats. Based on an analysis of environmental developments and the strategic context of threat
estimates, challenges and risks of state defense, the Ministry of Defense determined that the defense policy of both military

T Gervais, M. (2012) Cyber attacks and the laws of wer. Berkeley J. Inr'l L., 30, 525,
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¥ Casey-Maslen, S. (Ed.). (2014), Weapons under international human rights law . Cambridge University Press.
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defense and non-military defense would have cyberdefense capability™. According to the government, the development of
conventional weapon technology innovation s still growing but the development of science and technology greatly affect the
shape and pattem of war in the future one of them create a war-based network of information and communication technology.
The base of this war has significantly altered strategic security especially with the use of communication and information
networks across sectors, especially in the defense sector.

Indonesia's efforts m realizing and developing the cyber capabilities will face several challenges such as inadequate cyber-policy
and regulatory arrangements, weak coordination and cooperation between government and private sector, govemance of cyber
security and related national organizations are lack of synergy, lack of standards and mechanisms protection of vital
infrastructure, not integrated vital information infrastructure, limited quality and quantity of human resources in the cyber
security sector’. The fundamental problem related to eyber attacks in Indonesiy is the use of narrow perspectives in
understanding cyber threat. Cyber attacks are only considered as a crime and under the Indonesian police domain. This is
understandable because the legal issues related to infringement. crime and cyber security in Indonesia are covered by limited
legal rule. Some rules related 1o cyber domains and threats through cyber domains, as follows:

1) Criminal Code (KUHFP)

Basically KUHP is not specifically designed to deal with crimes committed in the cyber domain but some articles in the Criminal
Code can be used to ensnare certain types of crimes committed m this domain by using exiensive interpretation. Some criminal
cases in Indonesia that use this interpretation such as the case of electricity theft which extends the interpretation of the word
"goods” in article 362 of the Criminal Code not only on "tangible goods" but also "intangible goods". This extensive
interpretation is used in some articles in the Criminal Code related to crimes committed in the cyber domain, including anicle
282 which can be vsed to ensnare pomographic cases through internet media, article 311 that can be used to ensnare defamation
cases through internet media, sections 362 and 378 which can be used for cases of credit card number thefi and article 303 that
can be used to ensnare online gambling cases.

2) Act No. 11 Year 2008 on Information dan Electronic Transaction.

Basically, this Law regulates the problem of cybercrime, ecommerce, Haki protection, consumer protection and unfair
competition. Criminal provisions in this Law are contained in Chapler X1 Section 43-52 on Criminal provisions, some prohibited
acts related to information technology crime, such as Article 30 are used to ensnare criminal access, intercepl, break into
computer systems or electronic systems illegaly. Article 31 is wsed to ensnare ciminal acts of interception of electronic
information and or electronic systems in a particular computer and or other electronic system. Article 32 is used to ensnare a
criminal act of destructive transmission, removal, transfer, concealment of electronic information and or electronic documents
and or electronic docnments, Article 33 is used to ensnare criminal acts of illegal conduct resulting in disruption of electronic
systems being unable. Aricle 34 is used to ensnare the criminal act of producing, selling, organizing for use, importing,
providing computer software for the purposes of decency or sexual exploitation of children, tapping, destroying and removing
electronic nformation and or electronic documents and / or electronic documents of persons other or public property. And
Article 35 is used to ensnare a crime of alteration, creation, destruction, disappearance and manipulation of electronic
information data / electronic documents with the purpose of electronic information and or documents considered as authentic
data.

3 Act No 36 year 1999 on Telecomunication

The provisions relaied w the information technology crime in this Law are as follows (a) Article 21 states that
telecommunication operators are prohibited from conducting busmess activities of telecommunications that are contrary to public
interest, morals, security, or public order. This Article excludes crimes and is not subject to criminal provisions. The provision
against this is only an offense under Article 46 of its sanction in the form of revocation of permit, (b) Anticle 50 regulates
unlawful acts or manipulates access to special telecommunication networks, (¢} Article 35 regulates acts thal may cause
electromagnetic physical damage to telecommunication providers, and (d) Article 56 prohibits anyone [rom intercepting
information transmitted through telecommunication networks of any kind. Elucidation of Article 40 states that wiretapping in
this article is the activity of installing any equipment or enhancements in the lelecommunication network for the purpose of
obtaining information illegally.

4} Ministry of Defense Decree No. KEP/435/M/V/2016 on State Defense Policy year 2017

The Statz Delense Policy is organized with a universal defense system through development of resources, national infrastructure
and the entire territory of the unitary state of the Indonesian republic as a single unit of defense in the lace of threats. This
defense policy divides the threat into two types, namely military threat and ninmiliter threat. The military threat faced by the
military defense system by placing the Indonesian National Army as the main component supported by the reserve components

' Buku Putih Pertzhanan Indonesia 2014, Kementerian Pertahanan Republik Indonesia.

“Zainal A. Hasibuan, Indonesia National Cyber Security Strategy: Security and Soversignty in Indonesia Cyberspace. Dewan Teknologi
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" hirpy/www hukumonline com/berita/baca/1t5359fbas 7¢3063/ put san-ibonda-i-yang-men ga yun-bismar

Accessed November 2017

Christianie, H. (2010). Batasan dan Perkembangan Penafsiran Bk stensif dalam Hukum Pidana. Pamaror Jowrnal, 3(2), 101-113.




Souih East Asia Journal of Contempore

y Business, Economics and Law, Vol 15, Issue A pril)
I 560

and supporting components. While nirmiliter threat faced by nirmiliter defense system by placing the institution of government
outside the feld of defense as a major element in accordance with the form and nature of the threat faced with the support of
other elements of the power of the nation. This policy is formulated by considering the dynamics of the stralegic environment
that pose threats and impacts on national defense.

The defense policy has a vision of the state defense development that is "the realization of a sovereign, independent and person-
based Indonesia based on mutual cooperation”. This vision is manifested through seven def@lke development mission, including;
(a) Realizing national security capable of maintaming regional sovereignty. sustaining economic ind nce by securing
maritime resources, and reflecting the personality of Indonesia as an archipelagic country. (b} Creating an advanced, balanced,
and democratic society based on the rule of law (c) Realizing a free-active foreign policy and strengthening identity as a
maritime coun (d) Realizing the quality of human life of Indonesia, (e) Creating 4 competitive nation, (f) Making Indonesia a
marilime state that is independent, advanced, strong, and based on national interests and (g) Realizing a society of personality in
culture .

To realize the government's vision, mission and agenda of priorities on the development of state defense, the defense ministry
formulates strategic objectives, as follows; (4) Realizing the country’s defense capability to deal with threats, (b) Creating th
country’s defense capability to deal with the security of maritime, the mainiand and the aerospace, (¢) Creating a strong defense
industry, independent and competitive, and (d) Creating country defense awareness for Indonesian citizens. One of the main
policies of state defense is the development of information lechnology and defense communications. The development is carried
oul by integrating state defense information systems using satellites, optimizing cyber defense in accordance with cyber defense
guidelines, encouraging relevant ministries and agencies to master defense technology in producing defense eguipment,
encouraging related ministries and agencies in human resource development and technological information and communication
infrastructure development.

The Cyber Defense Guidelines set forth in Minisiry of Defense Regulation No. 82 Year 2014 on the Guidelines of Cyber
Defense is the basic reference for ministry of defense and Indonesian Army to organize cyber defense. The cyber defense
guideling is the embodiment of determination, principle and will to organize cyber defense in information sysiems, controls and
communications in the defense sector. This guideline embodies a framework for the organization of cyber defense that must be
implemented in accordance with their respective duties and functions. Cyber defense is a nirmiliter defense force that makes the
Ministry of Communications and Information as the main element and the defense ministry as supporting elements, Making the
concept of cyber defense as a part of nirmiliter defense describes a lack of understanding ol the impact of cyber threats that
multispectrum and complex. The government should more concern to the target, the attack level, the attack scale and its impact
in determining the concept of defense. The absence of a common policy between all ministries and agencies in understanding the
cyber threats has made every minisiry and agency deal with cyber threats run partially and sectorally.

This cyber defense guideline policy concem to the sectors that manage critical infrastructure in the areas of defense, security,
energy. transportation, financial systems and other public services. The disruption to the sector can have an impact on the
economy and a decrease in the level of trust in government and public order. However, these sectors have not been defined,
described and the government needs to appoint a leading sector as the coordinator of each sector. In addition, the government
needs to harmonize the policy of determining this vital infrastructure with the policy on the national vital object which is
regulated in Presidential Decree no., 63 Year 2004,

Limitations of existing mles and the formulation of the above provisions have a limited and sectoral perspective in view of a
major threat © the national interesis of Indonesia through cyberspace. This fizld of security and defense is difficult w separate
because of the characteristics of cyber attacks that are more complex than the characteristics of crime or other conventional
attacks. Therefore, it is needed a policy that can elaborate the two fields into one so that the handling of cases that occur in
Indonesia can be completed properly and efficiently. The policy tables related to cyber threats can be described as follows:

Table 1: Taxonomy of Regulations Related to Cyber Threats in Indonesia

,?;ﬁ:: :almn / Cyber Crime Cyber Terrorisi Cyber Warfare
- Criminal Code Terorism Act
- Information & Criminal Code
Electronic Information &
Act Transaction Act Electronic
- Telecomunication Ac|  Transaction Act
Telecomunication
Act
Presidential Presidential Regulation No. 53 Tahun 2017 on BSSN
Decree & Presidential Regulation No. 97 Tahun 2015 on General
Presidential Policy of Defense 2015-2019
Regulation
Ministry Minisiry Iof Dt_»fense decree 1\!0: KEPBS?IM!IY!ZOIS
Regulation on Pembina SIS[T:-)IT] Informasi dan Komunikasi pada
Sistem Informasi Pertahanan Negara dan Pertahanan
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- Mimistry of Defense decree No. KEP/435/M/V/2(16
on Defense State Policy Year 2017

- Ministry of Defense regulation No. 82 Year 2014 on
Cyber Defense Guidelines

- SK Kemenkopolhukam No. 5 vear 2015 on DK2ICN

b. Strengthening National Cyber Defi Policy in Ind

Government policy on cyber defense is stated in Presidential Regulation No. 97 of 2015 on general policy of state defense 201 5-
2019. The Presidential Regulation slightly discussed on the development of information and communication technology
including the cyber defense development. This policy is the comerstone for Indonesian cyber defense development although this
policy is not elaborated further, The cyber defense policy made before this Presidential Regulation up to now is organized
sectorally by several staie institutions with lack of coordination and clear direction how to make cyber defense in maintaining
security, national interests and sovereignty in cyber domain. Governments in formulating national cyber defense policies should
notice the cyberspace domain as a means to achieve national strategic objectives as well as using other domains to achieve
national strategic objectives. The cyberspace domain needs to be maintained because of its contribution to essential daily
services, national security, trade, innovation, and information, etc™. Formulating an ideal cyber defense policy in Indonesia, the
govemment should take into account Liddle's notion that a country's defense capability is affected by its economic level. The
economic level affects the ability to finance the Stale's defense and becomes the decisive factor behind military force.
Conversely, military power can be used to influence the economic development of a country®’.

Cyber defense and security policies in countries such as the United States, Estonia and Malaysia show the same pattern that these
countries give priorty to the security of infrastructure networks in the economic sector because they can be used as a means o
improve prosperity as well as being part of the military sirategy of their respective countries. These countries make the
infrastructure network in the economic sector as one of the vital infrastructure network. In order o develop the cyber defense and
security in Indonesia there are some notes that should be noticed and implemented by the govemment immediaiely, including:

I} The government should immediately reassess the level of attacks and potential cyber threats to Indonesia’s national
security and interests.

The assessment aims to see comprehensively and determine the level of cyber threats to Indonesia’s vital sectors not limited to
the areas of defense and security but the wider national interests of Indonesia, such as sectors that support the Indonesian
economy. Through this assessment the government may also determine and mapping out the vital sectors of Indonesia that are
potentially affected by cyber attacks so as to enact appropriate defense, security and mitigation strategies to minimize the impact
of the attacks.

Indonesia does not use the term vital Infrastruciure, but uses the term national vital object. Presidential Decree 63 Year 2004
defines national vital object as arcalocation, building/mstallation and or business concerning the livelihood of many people, state
mterest and or sirategic source of state income. The national vital objects are those that produces basic daily necessities; threats
and disruptions o them result in disasters against humanity and development; threats and disruptions to it result in national
transport and communications chaos; and/or threats and disruptions to it result in disruption of state administration. The
definition is limited: the point of view is tangible although the categorization of vital national objects is broad. This affects how
the model of security and the response of govermment organs in the event of a cyber attack on the national vital object.
Infrastructure is said 1o be vital if it’s disruption can cause significant socio economic crises and the potential to undermine the
stability of a society, causing political, strategic and security impacts. There are three factors thal can be used to define vital
infrastructure, namely™™; a) The symbolic importance of the infrastructure, including cultural heritage sites, museums, archives
and monuments as critical infrastructure that must be protected, b) The immediate dependence on infrastructure. These
dependencies such as dependence on electricity networks and communications networks are widely vsed by the community, ¢)
The complex dependencies. The tendency to accelerate the ability of connectivity enables the emergence of unanticipated effects.
The interconnection between the various infrastroctures is not fully known and the failure of one component can cause extensive
impact and damage.

By comparison, United States define vital infraswructure as “Critical infrastructures are those physical and cyber-based systemy
esseriial to the minimum operations of the economy and government. They include, It are not limited 1o, feleconmnunicarions,
energy, banking and finance, transportation, water systems and emergency services, both gevernmental and private”"”. Term
‘eritical infrastructure” also interpreted as systems and assets, whether physical or virtual, so vital to the United States thai the
incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security,

f’“ Wamala, F. (2011). ITU National Cyber Security Strategy Guide. International Telecommunications Union, 11,
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national public health or safety, or any combination of those matters™'*. In PPD-21 2013, America has 16 vital infrastructure
sectors which assets, systems. networks both physical and viral that its inability or damage will have an impact on weakening
the national economy, national security, public health or safety or a combination of those impacts™ .

European Union defines Critical infrastructure as “Means an asset, system or part thereof located in Member States which is
essential for the maintenance of vital societal functions, health, safetv, security, economic or social well-being of people, and the
disruption or destruction of which would have a significant impact in a Member State as a result of the failure to maintain those
Junctions ", Critical infrastructure defines as a Critical Infrastructure if a vital infrastructure in a member State which, when
disturbed or destroyed, will have a significant impact on at least 2 member states. The significance of these impacts is judged on
cross-cutting eriteria®.

From definitions above there are several patterns of similarities used to define critical infrastructures, such that protected objects
are not limited to tangible but intangible assets (virtual assets, systems, programs), cyber threats to both are perceived as
interfering with national security and interests states, attempts 10 influence, disrupt and disabling the viial infrastructure system is
considersd an attack on the state and all seciors categorized as vital objects are objects related W state securily, government
administration, sustain and support the national economy, the interests of basic people's fulfillment including transportation,
health and emergency services services, state strategic industries and mformation systems organized by those sectors. Therefore
Presidential Decree No. 63 of 2004 on the national vital objects must be reviewed as well as the security model in order to deal
with cyber threats to all vital objects and objects that have not been categorized obek vital but has met the category.

2)  Taking measures and maximize cyber securily protection for all assets and infrastructure that considered vital in
Indonesia.

This precaution must be implemented immediately because cyber security risks faced by Indonesia is increasing. The large
number of attacks increases the risk to Indonesian national security and interest in the cyber domain. These safeguard measures
can be implemented immediately by mapping, maximizing and utilizing existing cyber security-related institutions in Indonesia,
All these safeguards shall be carried out comprehensively, integrated, structured and under the coordination of the authorized
institution.

3) The govemment should immediately formulate a national cyber defense and security policy.

National defense and security policies include defining a vision, developing regulations, defining national institution dealing
with ¢yber security issues, defining vital assets and infrastructure related to Indonesia's national security and interests, optimizing
and encouraging sell-reliance in the development of cyber secunty technologies by state-owned enterprises, optimizing the
education to prepare and improve human resources, encourage public awareness about cyber security and interact in cyberspace
1o conduct research related to cyber security technolozy, This defense and security policy includes pro-active collaboration and
collaboration with various countries and stakeholders related to cyber security. Cooperation with other countries, international
organizations related to cyber security can assist law enforcement in case of incidents or cyber attacks ™, The previous view ofa
passive defense must move toward the concept of active defense. This defense concept is more active in the detection of various
cyber threats at an early stage while allowing taking precautions and even pre-emptive attack on the source of the threat before
the threat becomes real™,

4)  The Government should inmmediately build, strengthen and complement the information and communication
technology infrastructure related 10 Indonesia's national defense and security,

In this context, including, first. Cooperate with universities to develop better cyber security research as well as to encourage the
quantity and quality of human resources in the cyber security through education and training. Second. Encourage the autonomy
of cyber security technology development and national industry engaged in the information technology and cyber security sector,
Third, encourage cooperation with cyber security companies to improve the security of Indonesia's cyber domain,

Conclusion

L; That cyber warfare is subject w the principles of inlermational humanitarian law as well as conventional wars. Principles
of International Humanitarian Law can be applied 1o conventional warfare and cyberwarfare in accordance with the

“ HR3162 - Uriting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT ACT) Act of 2001

‘! Obama, B. (2013). Presidential policy directive 21: Critical infrastructure security and resilience. Washington, DC.

2 To determine the European Critical [nfrastructure (ECI) is identifizd by 3 cross—cutiing criteria, i.e. (1) Casualities Criterion; (2) Economic
Effect Criterion and (3) Public Effect Criterion. This cross-cutting criteria threshold is based on the level of disturbance and damage experienced
by the infrastructure.

EU Commission. (2008). COUNCIL DIRECTIVE 2008/1 I4EC of 8§ December 2008 on the identification and designation of Eumopean cntical
infrastructures and the assessment of the need to improve their protection. Official Jowmal of the European Union.
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provisions of international Hmaniter Law, Marten Clause and the Intemational Court of Justce (ICJ) on its advisory
opinion on nuclear weapons. The potential impact of cyber attacks can be minimized by modeling and simulating attacks
that are useful in identifying potential knock-on effects and reducing collaleral damages that may arise through an
approach known as "Battle Damage Assessment” which aim to measure the impact of cyber attacks so that atacks can be
more effective, precise and able to minimize the impact of attacks on civilian and civil objects in accordance with
international humanitarian law.

2. Strengthening policies to deal with cyber threats by establishing eyber security policy in the form of act so that it will be
easier to facilitate, strengthen and coordinate the handling of various cyber threats that will involve various stakeholders
from the government, private sector, other organizations, industry, academic world and research related to cyber security.
Without a strong legal foundation will potentially lead to a classic problem of intercultural coordination within it that is
linked in an effort to deal with cyber threats,
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