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One of the most widely methods of authentication is use user-id and password that entered on the login form.
Users only need to memorize user-id and password then can login anywhere. But usually, users choose short and
weeak user-id and password that are easily stolen by brute force technigues. Brute force attacks are one of the
rmost common attacks. The method is entry user-id and password on the login form repeatedly until attacker got a
valid password. One alternative to overcome a brute force attack is use Password Guessing Resistant Protocol
(PGRP). PGRF limits the number of failed login on login form. If the number of failed login reaches the specified
nurmber, then to re-login, user should contact systerm administrator in order to access login page again. This
research is done on academic information system of Diponegoro University that not yet used security system on
login form. Login form security is done by logging mechanism of IP Address and 2 level of security. [T IP address is
not recorded, ATT Challenge will appear, and user must pass this challenge to continue. At the security level, each
security level is only allowed for 2 logins. At level 1, if after 3 failed login, user will be suspended for 1 minute, At level
2, ifthe login still fails then the user will be disabled. To reactivate, the account owner must contact the system
administrator.
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