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management. DHCP is one of the services needed by wireless router, but it might be interrupted
when the memory or CPU is full. This article proposes a modification of the backup algorithm in

DHCP relay to overcome this situation when the memory or CPU in the wireless router is limited.

The proposed backup algorithm will automatically switch the main router to the backup router
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Smart Agent and Modified Master-Backup
Algorithm for Auto Switching Dynamic Host
Configuration Protocol Relay through Wireless
Router

Wahyul Amien Syafei'”, Yosua Alvin Adi Soetrisno! and Agung Budi Prasetijo?

!Department of Electrical Engineering, 2Department of Computer Engineering
Faculty of Engineering, Diponegoro University, Indonesia

Abstract: Potential problems in a wireless router are the number
of connected clients to DHCP (Dynamic Host Configuration
Protocol) services and the durability of connectivity. Practically,
some of the wireless router limits the number of the client to 15
clients due to bandwidth consumption management. DHCP is one
of the services needed by wireless router, but it might be interrupted
when the memory or CPU is full. This article proposes a
modification of the backup algorithm in DHCP relay to overcome
this situation when the memory or CPU in the wireless router is
limited. The proposed backup algorithm will automatically switch
the main router to the backup router every time the main router’s
memory is busy. Two main scenarios are conducted in this research
to examine the proposed backup algorithm. First, Cisco DHCP relay
services combined with OpenWRT wireless router. Second,
Mikrotik original “Capsman” protocol DHCP relay combined
alternatively with wireless-enabled and OpenWRT wireless router.
Run test results show that the proposed backup algorithm with
DHCP relay which are configured in OpenWRT wireless router can
extend the number of connected clients and the durability of the
wireless router when run its services as DHCP forwarder to DHCP
relay and DHCP server. These combinations slightly affect the IP
release time compared to regular DHCP which employs a direct
connection.

Keywords: auto-switching, release time,

algorithm, wireless router, smart

DHCP, backup

1. Introduction

A wireless router is a common interface used in the network
today because of portability and compatibility. The main
function of wireless router is to provide connectivity to the
internet and provide automatic IP address allocation to the
client. The arrangement of IP allocation made with DHCP
service. DHCP service is IP allocation service that managed
by the wireless router. However, a wireless router is not able
to provide an IP address to the client when DHCP service is
running out. DHCP service does not take a lot of memory,
but if a wireless router is running out of memory because of
other services, the DHCP service may also become
unavailable. When DHCP service is not available, the user
must set the IP manually on the device [1]. Potential
problems that always exist in the wireless router are the
number of clients that request the DHCP service and the
durability of that router serves DHCP service.

Generally, a wireless router can serve 253 clients if the
network is in the C class type network for IPv4 [2]. A
wireless router does not limit the number of the client in
practice, but for SOHO (small office home office) device,
the number of the client sometimes is limited to 15 clients in

several brands. In other brands, there is a problem that
wireless connectivity becomes corrupted when the device
serves many clients in more than one day. Client or other
activity could overload the wireless router with low memory
and low CPU, so the router becomes stuck. Stuck could
mean that the DHCP service is not running very well and
needed to be restarted. Switching of DHCP service served by
the wireless router to DHCP relay could become an
alternative solution for this problem because the DHCP relay
takes the handling of the load.

This solution also overcomes the proprietary limitation on
some brands. In the market today, some wireless controllers
which act as the DHCP server for DHCP relay only can be
connected to the same brand. They do not match with other
brands available in the market. To bridge this problem,
OpenWRT can be used. After it is installed, the wireless
router can be connected to some generic brand routers. [3].
This research used the generic router with OpenWRT
modified operating system (OS) scenario rather than used the
factory default firmware wireless controller.

Some DHCP researches had been conducted. Hooda, et al.
manipulated the information of each network by using the
relay agent. It provided extra IP information with some layer
overlay. It was done by encapsulating the current layer of the
network parameter request with information data extracted
from the process that was passed in the network. The method
used a relay agent to add information data into an
information field and might comprise a DHCP option “82”
field. In this research, information that was triggered by the
agent was routing configuration in a generic router. [4].

Miao et al, worked in the behavior aware adaptive
configuration in a wireless LAN. There was a combination of
adaptive IP lease time and dynamic IP pool range. The
adaptive lease time function was used to reduce IP peak
usage based on usage pattern and user roles. Beside the
adaptive lease time, there was a VLAN consideration based
on spatial-temporal mobility correlation with a client.
Resource allocation in this research was purely based on
network segment allocation and consideration. Lease time
was not set to be adaptive because every user must join to the
selected area which was connected by the wireless network.
[5].

The idea to save the configuration or MAC address table
somewhere in the network was done in [6]. It limited the
DHCP broadcast by storing information of MAC address in a
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Image Malware Detection using Deep Learning

Jamal El Abdelkhalki, Mohamed Ben Ahmed, Boudhir Anouar Abdelhakim

Computer Science, Systems and Telecommunication Laboratory, (LSIT), University AbdelmalekEssaadi, Tangier, Morocco

Abstract: We are currently living in an area where artificial
intelligence is making out every day to day life much easier to
manage. Some researchers are continuously developing the codes of
artificial intelligence to utilize the benefits of the human being. And
there is the process called data mining, which is used in many
domains, including finance, engineering, biomedicine, and cyber
security. The utilization of data mining, artificial intelligence
algorithms like deep learning is so vast that we can't even name
them all. This technology has almost touched every industry and
cyber security is the most beneficial. The process of enhancing
cyber security with the help of deep learning methods has come out
of the theory books and many organizations are utilizing them
rather than using a traditional piece of software to defend against
online threats. Especially in the field of recognizing and classifying
codes or malware. And this is essential, because, with the advent of
cloud computing and the Internet of Things, expand potential
malware infection sites from PCs to any electronic device. This
makes our day to day life very unsafe. In this post, first, we will
describe in brief how deep learning can be the most useful and
promising techniques to detect malware. Besides this we will go
through a deep neural network, ResNet for malware dynamic
behavior classification jobs.
Keywords:Malware,detection,Malware, CNN,ResNet, Cyber
security.

1. Introduction

Nowadays, data analysis is a crucial step for any project in
several areas such as IT, marketing, finance. In this context,
the analysis of the log files motivated a large number of
researchers. The latter conducted their research studies on
the different data are in the volumetric log files[1].This
particular method of data analyzing is showing a promising
feature in the context of malware detection. Therefore,
Malware detection is a process of analyzing any suspicious
applications that exist in the PC[2]. It is a key part of
software safety research.

Generally, to detect and classify malware, there are clear sets
of detection methods. Since there are many methods to detect
malware, the result is not the same all the time. Most of the
time, we see users are making use of generic anti-virus
software to shield against malicious applications or software.
However, this is not a trustworthy system, to begin
with[3].This software most of the time are unable to classify
and unable to detect malware mutation, variants, and rapid
code changes. As a result, the user left the PC vulnerable to
numerous threats.What is making his worse is the continuous
changes in the way malicious software or codes are being
made. And, besides this, every now and then there's new
malware popping up in the market. According to "China
Internet Security Report for the First Half of 2018": with the
help of 360 Internet Security center, researchers found out
that in the

first half of 2018 alone, there were more than 140 million
occurrences of new malicious programs, which were
detected by the Internet Security software and 795,000 new
malicious software were being intercepted regularly.
Amongst them, the number of malicious software built for

the PC was 149,098,000 hence 779,000 new harmful
applications were being intercepted per day. The same
program detected about 2.831 million malicious programs
build to affect the Android platform, and they were
intercepting about 16,000 new malicious programs every
day. After going through the stats, we can obviously see why
it is becoming more and more difficult to find a suitable
solution to detect malware. However, it is a concern for
everyone who needs a proper and efficient answer[4]. The
method that can actively used in order to answer to the
problem of detecting or classifying malware, is the method
of deep learning.

In this paper, we study, at the beginning, the research work
in relation to malware especially those based in detection
malware using different methods. We presented a deep
learning model for malware detection using malware image.
Deep learning is widely used in image recognition.

2. Related works

Family since different anti-virus software has different tags
for one group. Marcos Sebastiain[5] advocated AV Class
which makes use of the semantic analysis of malicious
program name tags produced by various engines to recognize
the same familiarly Bartos[6] stated that undiscovered
malicious code variants could be identified by drawing out
statistical characteristics from the network stream without
proper code fingerprints features. YuFeng et al. [7] advised
to make use of a method called ASTROID. This exceptional
method can automatically extract common malicious features
from a known malware family database to detect new
malicious codes. This technique changes the homogeneous
harmful code detection into highest satisfiability problem
solving by exploring the most suspicious common subgraph
(MSCS) from a small number of identified malware family
examples. The outcomes show that the suggested method is
better to the manual technique in detection efficiency and
accuracy rate, also can defeat behavioral obfuscation and
other counter measures. Advancement of malware
technologies. And today, if we research a bit about different
types of malware detection technologies, we will be able to
find a few exceptional detection methods of malware codes,
and here they follow: Rules-based method[8], Heuristic
Analysis[9], DNA Analysis[10],and Deep Learning
Method[11], [12].

They aim to prove how gene sequence classifier can be
applied to classify malware and how rapidly it acts as
opposed to other hybrid techniques. BIG15 dataset consists
of another important which is family classification, the
reason is, to understand how malware affects the affected
device, recognizing the family classification is crucial to
know threat level they pose, and how to defend against them
[13]. Various machine learning methods have been employed
so far for malware family classification. Some use opcodes
or instructions of assembly code to predict representative
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Enhanced Dynamic Bandwidth Allocation
Algorithm for Intelligent Home Networks
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Abstract: Internet of Things (IoT) has been seen playing a
tremendous change in the Information Technology (IT)
environments, and thus its importance has also been realized and
played a vital role within Intelligent Home Networks (IHNs). This
is because 10T establishes a connection between things and the
Internet by utilizing different sensing devices to implement the
intelligence to deal with the identification and management of the
connected things. IHNs use intelligent systems to perform their
daily operations. Meanwhile, these networks ensure comfort, safety,
healthcare, automation, energy conservation, and remote
management to devices and users. Apart from that, these networks
provide assistance in self-healing for faults, power outages,
reconfigurations, and more. However, we have realized that more
and advanced devices and services continue to be introduced and
used in these networks. This has led to competitions of the limited
available network resources, services, and bandwidth. In this paper,
therefore, we present the design and implementation of a Novel
Dynamic Bandwidth Allocation (NoDBA) algorithm to solve the
performance bottleneck incurred with IHNs. The proposed
algorithm deals with the management of bandwidth and its
allocation. In the proposed algorithm, this study integrates two
algorithms, namely; Offline Cooperative Algorithm (OCA) and
Particle Swarm Optimization (PSO) to improve the Quality of
Service (QoS). PSO defines the priority limits for subnets and nodes
in the network. Meanwhile, OCA facilitates dynamic bandwidth
allocation in the network. The Network Simulator-2 (NS-2) was
used to simulate and evaluate the NoDBA and it showed improved
results compared to the traditional bandwidth allocation algorithms.
The obtained results show an average throughput of 92%, an
average delay of 0.8 seconds, and saves energy consumption of
95% compared to Dynamic QoS-aware Bandwidth Allocation
(DQBA) and Data-Driven Allocation (DDA).

Keywords: IHNs, Dynamic Bandwidth Allocation, PSO, OCA,
QoS, NoDBA.

1. Introduction

In the recent past, the Internet of Things (IoT) has played a
tremendous change in the Information Technology (IT)
industry. This is because loT establishes a connection
between things and the Internet by utilizing different sensing
devices to implement the intelligence to deal with the
identification and management of the connected things. The
information sensing devices include Radio Frequency
Identification Devices (RFID), infrared sensors, Global
Positioning System (GPS), laser scanner devices, and more
[1]-[28]. These devices are all connected to the Internet to
implement remote perception and control. This has led to the
advent of computer networks, and thus, there has been a
consistent need to have these sensing devices in any
environment. This further aids in communication among
various devices to share the available network resources and
services. Over the past few years, the need for
communication among these devices has resulted in the
connection of home devices, thus creating networks called

Intelligent Home Networks (IHNs). IHNs provide and ensure
comfort, safety, healthcare, automation, energy conservation,
and remote management to devices and users within it [1]-
[28].

IHNs use intelligent systems to perform their daily
operations. The benefits of using intelligent systems in IHNs
provide assistance in self-healing for faults, power outages,
reconfigurations, and more [2]. In addition, these networks
can be accessed and managed either locally or remotely,
enabling monitoring, scheduling, and controlling of various
devices and users. In its most general form, IHNs are
comprised of sub-networks (subnets) such as Wireless
Fidelity (Wi-Fi), ZigBee, Smart Grid, Bluetooth, Body Area,
Ultra Wide Band (UWB), and more [3]. In this study, these
subnets have been given different priorities based on their
importance and workflow procedures. For remote
communications, the devices in each subnet are connected to
Sub Network Gateways (SNGs). On the other hand, the
SNGs are connected to Home Network Gateways (HNGS).
The responsibility of HNGs is to enable the integration of
IHNs with other networks such as the Internet and more.
However, it has been realized that more and advanced
devices and services continue to be introduced and used in
these environments. On the other hand, the current migration
from Internet Protocol version 4 (IPv4) to IPv6 standards
also plays its vital role in IHNs. Apart from that, the addition
of more and advanced devices and network resources into
these networks also plays its impact and has resulted in
congestion problems. On the other hand, this addition of
more devices leads to competitions of the limited available
network resources and services as well as available
bandwidth. These networks, therefore, continue to
experience and suffer from poor Quality of Service (QoS)
when performing operations both locally and remotely.
Furthermore, the poor QoS results to unavailable, unreliable
and inefficient bandwidth to the consumers of these
networks. The research in [4] concurred that effective
resource allocation algorithms are important for bandwidth
management in order to improve QoS and to satisfy the
demands of its customers as well.

In this paper, therefore, we propose enhanced bandwidth
management and allocation algorithm for IHNs known as
Novel Dynamic Bandwidth Allocation (NoDBA) algorithm.
The primary reason is that none of the existing research
considered  developing bandwidth management and
allocation algorithms for IHNs. Moreover, we realized that
the current existing bandwidth allocation algorithms were
developed for wireless networks such as Wireless Mesh
Networks (WMNs) and more. The proposed algorithm
allocates the available bandwidth according to the workflow
procedures of each subnet in the IHN. The algorithm ensures
that each subnet is assigned or allocated bandwidth based on
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